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FortiDB™ |

Database Security and Compliance

Automated Security and Compliance

The FortiDB family of appliances and software delivers a complete Database and Application
security product line. It delivers centrally managed security, audit policy compliance and
Vulnerability Management (VM) for databases and applications across your extended enterprise.
FortiDB enables you to meet the challenges of increasing access to your business-critical data

in ERP, CRM, or SCM systems while decreasing the threat of data breach. Its sophisticated
database activity monitoring (DAM) and advanced reporting automatically documents your policy
compliance with internal policies as well as government or industry regulations such as PCI-DSS,
SOX, Basel Il, GLBA, and HIPAA.

Comprehensive Monitoring and Audit

FortiDB enforces acceptable use policies and alerts on database security threats. It continuously
monitors all access to personally identifiable data (PID) residing in your databases. FortiDB’s
full-featured monitoring and auditing technology manages critical tasks such as change control,
internal controls, privileged user monitoring, privacy protection and policy based auditing. Its
change control features keep track of all changes related to database structures and users. This
includes both Data Definition Language (DDL) and Data Control Language (DCL). FortiDB also
automatically generates user activity baselines for easy policy configuration. FortiDB provides
three collection methods - Selective Native Audit, Network Sniffer and Agents. Allowing to utilize
all three methods within the same installation, FortiDB provides greater flexibility than any other
product

Detect Weaknesses Automatically

FortiDB’s Vulnerability Management features automatically detects new security weaknesses,
policy noncompliance. In addition, customers can scan their networks to detect and discover
new databases and a Sensitive Data Discovery function allows identifying database elements
that hold sensitive data such as credit card numbers, Social Security numbers and much more.
FortiDB appliances and software ship with hundreds of pre configured policies that address
industry and governmental compmliance requirements, as well as security best practices.

They include a comprehensive set of standards-based reports that provide specific, actionable
information. The FortiGuard Global Threat Research Team provides dynamic policy and signature
updates. This industry-leading research and remediation advice enables you to strengthen the
integrity and security of your databases quickly and effectively.

Features Benefits

Centralized policy configuration and Simplifies the creation and enforcement of data protection

enforcement policies, which reduces the risk of data loss while increasing
policy compliance.
Assessment Provides remediation advice after vulnerability scans.

Discovers sensitive data in databases. Also establishes user

activity Baselines for more efficient policy configuration.

Captures all types of database activities Captures database activities, either utilizing the native audit,
(Selects, DMLs, DDLs and DCLs) network protocol agents, or network sniffers. Alerts can be
sent via SNMP, SMTP and SYSLOG to SEIM products.

Automation of compliance Captures audit data from heterogeneous environments for

automated compliance reporting.

Supports virtualized environments Ensures comprehensive policy compliance enforcement in

both virtualized and standard environments.
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FortiDB Eases Regulatory
Compliance

Sensitive data discovery; aids in PCI-
DSS compliance

Periodic scan of every Database in
your network

Automatic user activity baseline
generation for easy configuration

Built-in best practices for regulations
such as SOX

Out of the box policies for both
Security and Audit

Flexible deployment and web-based
management

Flexible audit data collection
methods - native auditing, network
sniffer or light-weight agents

Independent and secure audit
storage

Comprehensive Audit/Compliance
reports

Automated policy updates by
FortiGuard services

The FortiDB Family
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Dashboard

FortiDB’s dashboard displays essential Vulnerability Assessment and Database
Activity Monitoring/Audit information.
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Detailed trend analysis allows users to improve their internal control infrastructure.



FortiDB FortiDB-400B FortiDB-1000C FortiDB-2000B FortiDB Software

Hardware Specification Fortinet also gives you the ability to deploy
Security Hardened Platform Yes Yes Yes FortiDB database security software on a
Number of Licensed Database range of software platforms. You can install
Instances 10 80 60 FortiDB on Red Hat Linux, AIX, Solaris 10,
10/100/1000 Interfaces 4 4 4 Windows XP/Vista, Windows Server 2003,
RAM 2GB 3GB 4GB as well as virtualized environments. FortiDB
Nuiilaes 66 [Hiie Birives 1 1 ’ software delivers the same centralized policy

management for vulnerability management

Total Hard Drive Capacity 500 GB (1 TB option) 1TB (2 TB option) 1 TB (6 TB option) . L ;
Storage Key (Boot Image) 1 GB Compact Flash 1 GBUSB 1 GBUSB znd|idaantggsse activity monitoring as FortiDB
Redundant Hot Swappable Power N N v pp ’
Supplies © © s
rdwae Form Factor Rack Mount (1-RU) Rack Mount (1-RU) Rack Mount (2-RU) Com plete Secu rity Solution
mensuons o o .
Height 171n (4.5 om) 1,69 in (4.3 cm) 3.5in (8.9 cm) FO';DIB E fpart of.Fort|r;et ® comp(;ehenswe
Width 17.25in (33.7 cm) 17.09 in (43.4 cm) 17.5in (43.8 cm) ggm&é?r]%n?aef;:x(?:cfsyvt%st ggliver a
Length 14.5in (36.8 cm) 24.7 (62.71 cm) 27:5in (69.8 cm) powerful blend of integrated multi-threat
Weight 10 1bs (4.5k9) 24.2 1os (11 kg) 55.3 Ibs (251 kg) protection, ASIC-accelerated performance,
and constantly updated, in-depth threat
100 - 240 VAC, 100 — 240 VAC, 100 — 240 VAC, intelligence.
AC Power Required 50 -60 Hz, 4.0 Amp 50 -60 Hz, 7 Amp 50 -60 Hz, 9.4 Amp . . . . .
(Max) (Ma) (Max) This unigue combination delivers the highest
Power Consumption (AVG) 121 W 189 W 317 W level of network, content, and application
32— 104 deg F (0 32— 104 deg F (0 50-94 deg F (10— security for organizations of all sizes,
Operating Temperature 40 deg C) 40 deg C) 35 deg C) including managed service providers and
3110158 deg F (35 | -40to 149 degF -401t0 149 deg F frelecommunlcatlons carriers. Fortinet’s .
Storage Temperature ~70deg O) (-40 - 65 deg ©) (-40- 65 deg ©) integrated approach improves your security
- 20 to 95% non- 50 95% non- 20 to 80% non- posture while reducing your total cost of
Humidity condensing condensing condensing ownership and providing you with a flexible,
o ST
FCC Class A, CE, FCC Class A Part FCC Class A Part The Fortinet portfolio includes:
UL/CB/CUL 116/ CE Mark 116 / CE Mark ¢ FortiGate® Network Security
Supported Platforms e FortiAnalyzer™ Centralized Reporting
DB2 UDB V8 (VA only), DB2 UDB V9.x (VA only), DB2 UDB V9.5, DB2 o Mail™ i !
Datab UDB V9.7, MS SQL Server 2000, MS SQL Server 2005, MS SQL Server FOH!Ma" M%fsagmg 'SBCUI’Ity
atabase 2008, MySQL 5.1, Oracle 9i, Oracle 10 gR1 (VA only), Oracle 10gR2, e FortiManager™ Centralized Management
Oracle 11g, SybaseASE 12.5 (VA only), Sybase ASE 15.x e FortiClient™ Endpoint Security
) Apache Derby 10.x, Microsoft SQL Server 2005, Microsoft SQL Server o FortiWeb™ Web Application Securit
FERELER | RESEEe 2008, Oracle 10gR2, Oracle 11g, PostgreSQL 8.3 e FortiScan™ Vil ppb'l't M y :
Browser Internet Explorer 7,8; Firefox 3,4,5 ortiscan uinerabiiity Managemen
Ordering Info ‘
Product SKU Description
. FDB-400B FortiDB 400B. Includes license for 10 database instances.
FortiDB-400B . . )
FC-10-D0400-135-02-DD FortiDB Security Service (DBS)
FortiDB-1000C FDB-1000C-E07S FortiDB-1000C, includes license for 30 database instances, 4 10/100/1000 ports, 1TB HDD.
iDB-
FC-10-D1001-135-02-DD FortiDB Security Service (DBS)
) FDB-2000B-EMSO01 FortiDB 20008, Includes license for 60 database instances.
FortiDB-2000B ; h )
FC-10-D2000-135-02-DD FortiDB Security Service (DBS)

FortiGuard® Security Subscription Services deliver dynamic, automated updates for Fortinet products. The Fortinet Global Security Research Team creates
these updates to ensure up-to-date protection against sophisticated threats. Subscriptions include antivirus, intrusion prevention, web filtering, antispam,
vulnerability and compliance management, application control, and database security services.

FortiCare™ Support Services provide global support for all Fortinet products and services. FortiCare support enables your Fortinet products to perform
optimally. Support plans start with 8x5 Enhanced Support with “return and repair” hardware replacement or 24x7 Comprehensive Support with advanced
replacement. Options include Premium Support, Premium RMA, and Professional Services. All hardware products include a 1-year limited hardware warranty
and 90-day limited software warranty.
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